RISCy Cache Coherence: Timer-Free
Architectural Cache Attacks via
Instruction/Data Cache Incoherence
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Modern CPUs and Operating Idea: Exploit Instruction/Data
Systems Limit Timer Resolution Cache Incoherence as Side Channel
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12SC: Timgr-Free D-Cache State Leakage on
12 Microarchitectures Across 3 RISC Architectures

12 microarchitectures

3 RISC architectures:

ARM, RISC-V, LoongArch

Up to 30% lower error rate

than Flush+Reload

Timer-free side-channel attacks:

 AES key recovery
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© = B1 works; @ = B2 works: @ / / = I?SC works.
Q = Qualcomm; H = Huawei; S = SpacemiT.
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