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- Free & open-source ISA

: - Multiple silicon CPUs
‘ . T-Head: More than 4 billion sold
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-, . Research Question

%10

Can we automatically find security vulnerabilities
in silicon RISC-V CPUs without source code
and without golden model?
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. RISCover: Differential CPU Fuzzing

%10

generate input

vsetvli x0, x0, ...
vsel28.v t0, 0(t0)
1i x1, 42

x1l: 0
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. _ RISCover: Differential CPU Fuzzing

generate mput : ‘
RISC
vsetvli xO x0, .

vsel28.v t0, 0(t0)
1i x1, 42 distribute

x1: O
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" RISCover: Differential CPU Fuzzing

generatemput : A
RISC
vsetvli xO, x0, .
SIGSEGV

vsel28.v t0, 0(t0) 0
x1:
1i x1, distribute collect

OK
x1: 42

x1: 0 | . |

Il |
(A
|
T
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vsetvli x0, x0, ...
vsel28.v t0, 0(t0)

1i x1, 42 distribute collect
x1: 0 [} [
- : -]
. RISC‘ B
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: RISCover: Differential CPU Fuzzing

SIGSEGV

x1: O }_)
OK

x1: 42

if diff,
log reproducer



RISCover: Differential CPU Fuzzing

%

generate input : ‘
RISC
- instr seq:
vsetvli x0, xO0,
SIGSEGV vsetvli x0, x0, ...
vsel28.v t0, 0(t0)
. N x1: O vsel28.v t0, 0(t0)
1i x1, 42 distribute collect — )
OK 1i x1, 42
1: 0 x1: 42 regs:
X1:
A A x1: O
- : / = if diff,
A== F log reproducer
) )
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.. Challenges

Sequence

. Non-determinism Framework Integrity
Generation

— prefer rare — exclude

— sandbox
— handle exceptions

instructions instructions
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RISCover: 8 Target Silicon CPUs
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T-HEAD SiFive
C906, C908, U54, U74, P550
C910, C920
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RISCover: 8 Target Silicon CPUs

o B

T-HEAD SiFive SPEACEMIT
906, C908, US4, U74, P550 X60
€910, €920
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RISCover: Findings

Vulnerability CPUs Time-to-Bug
GhostWrite C910, €920 <ls
Denial-of-service C906 <2 min
Denial-of-service C908 <15 min
Denial-of-service X60 <50 min
Wrong Misaligned Zero-Stores BeagleV Fire (U54) <5s
User-space Hangs C906, C908, C910, X6O <5s
Undocumented instructions P550 <ls
Decoder Faults C908, C910 <ls

ISA Incompatibilities C908, C910 <2 min
QEMU Segfaults QEMU 8.2.2,9.0.0 <30s
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GhostWrite ™
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. GhostWrite

- vsel28.v v0, 0(t0)
S
GhostWrite
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. GhostWrite

%,

vsel28.v v0, 0(t0)

c@% - Writes to physical address
. Deterministic & 100% reliable
GhoskWrike

- Fully compromises system
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. . MemoryIselation: GhostWrite

virtual physical

| ___oeoo]
\ page] /

SO
GhostWrike
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.’ GhostWrite: Getting root

%>

if get_user() == root:

run_as_root ()

else: v
auth() g o &
U
get_user:

return current_user
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if get_user() ==
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auth()
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.’ GhostWrite: Getting root

%>

if get_user() ==
run_as_root ()
else:

auth()

get_user:

return root < patch
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virtual
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GhostWrite
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. Demo: Getting root

unprivileged@c910:~% whoamil
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. Demo: Getting root

unprivileged@c910:~% whoami
unprivileged
unprivileged@c910:~% I
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. Demo: Getting root

unprivileged@c910:~% whoami
unprivileged
unprivileged@c910:~% ./sudo-exploit I
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. Demo: Getting root

unprivileged@c910:~% whoami
unprivileged

unprivileged@c910:~% ./sudo-exploit
Current user: unpriv

Patching getuid at 0x401a3c8f

Current user:
Obtaining shell..
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. Demo: Getting root

unprivileged@c910:~% whoami
unprivileged

unprivileged@c910:~% ./sudo-exploit
Current user: privil

Patching getuid at 0x401a3c8f

Current user:
Obtaining shell..
whoamil
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. Demo: Getting root

unprivileged@c910:~$% whoami
unprivileged

unprivileged@c910: ./sudo-exploit
Current user:

=

Current user:
Obtaining shell..
whoami

root

21 RISCOVER, CCS '25, Taipei, Taiwan



GhostWrite: Mitigation

- C910 has no microcode
S
GhostWrite
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vy, h . o. o ° \Vulnerabilities:

£ G W ° M g Gather data sampli Not affected

Yot 1> OSt rlte. Itl atlon Ghostwrite: Mitigation: xtheadvector disabled
Indirect target selection: Not affected
Itlb multihit: Not affected
Lalizir g Not affected

Mds: Not affected
Meltdown: Not affected
Mmio stale data: Not affected
Reg file data sampling: Not affected
Retbleed: Not affected

- C910 has no microcode

cg% - OS mitigation: disable vector extension
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Vulnerabilities:

Ghostwrite: Mitigation Gather data sampling: Not affected

\."/

Yot 1> Ghostwrite: Mitigation: xtheadvector disabled
Indirect target selection: Not affected
Itlb multihit: Not affected
Lalizir g Not affected
Mds: Not affected
Meltdown: Not affected
Mmio stale data: Not affected
Reg file data sampling: Not affected
Retbleed: Not affected
- C910 has no microcode
cg% - OS mitigation: disable vector extension

Ghl]S|'WI‘I|'E - Up to 33% overhead

- Lose ~ 50% instructions
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— post-silicon — differential — user space
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5, . Summary

fabianthomas.de

lorenz.hetterich@cispa.de

- RISCover: Differential RISC-V CPU fuzzing
- No source code or golden model needed
- Many findings within seconds

- GhostWrite (CVE-2024-44067):
Instruction writing physical memory

ghostwriteattack.com
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